Teppopusm — 35TO UWAEONOTUS Hacuaus u
npakTMka BO34EUCTBMSI HA MPUHATME OpraHamu
rocyZiapCTBEHHOM BNacTy, MeXayHapoaHbIMU
opraHm3aumsiMm peLueHuni, CBSI3aHHbIX C
yCTpaweHneM Hacenenust u (unn) uHeiMm dopmamu
NMPOTMBOMPABHbIX HACKIIbCTBEHHBIX AENCTBUN.

OpHOM M3 pa3HOBMAHOCTEW Teppopu3Ma
ABNAETCA Kknbepreppopn3m  («3NEKTPOHHbIV
TEPPOPU3M», «UH(OPMALMOHHBIN TEPPOPU3M» U

Aap.).
Knbepreppopmnzm — 3T0 [elcTBUSE MO
Ae30praHun3saumm MHOPMALIMOHHBIX cUcTem,

CO34atoLUMe OMACHOCTb MMBenun noaen, NPUUNHEHNS
3HAYMTENBHOMO  MMYLLECTBEHHOrO yuwepba nmbo
MHbIX  OOLIECTBEHHO  OMACHbIX  MOCNEACTBUN,
COBEPLUEHHbIE CO CreumanbHOM LEeblo HapywuTb
06LLeCTBEHHYO 6e30nacHoCTb, yCTpawmnTb
HaceneHue nyTeM COo3faHusl YCIIOBUI AN1s aBapuil 1
KaTacTpod TEXHOreHHOro xapakrtepa mMbo oka3aTb
BO3,CI,eI7ICTBVIe Ha opraHbl BJ1aCTU C LUENbIO NPUHATUA
VMW peLUeHWiA, BbIFOAHbIX TEPPOPUCTaM.

OcHoBHOW  ¢popmosi  knbepreppopmnsma

ABIAETCA NONNTUYECKU MOTUBUPOBAHHAsA aTaka Ha
KOMMbIOTEPHYIO  MHGOPMaLMIO,  BbIUYUCIUTENbHbIE
CUCTEMbI, annapaTypy nepefayu [AaHHblX, WHble
CoCTaBnsoLme NHHOPMALIMOHHOM
MHDPACTPYKTYpbl, COBepliaemMas rpynnamm  wuam
oTaenbHbIMM nnuaMu. OHa MO3BONSIET MPOHUKATL B
aTakyemylo CUCTeMy, nepexBaTbiBaTb YmnpaBreHve
nnm noAaBNsTb cpeacTea CeTeBoro

MH(OPMaLUMOHHOMO O0BMEHa, OCYLUECTBASTL WHbIE
LEeCTPYKTUBHbIE BO3AEWNCTBUSI.

O6veKkTamMn HHPOPMaYNOHHOIro
Teppopym3Ma, B 3aBUCMMOCTU OT MpecsiefyeMbIxX
Lenei v 3agay, MoryT 6bITb:

- MH(OPMaLIMOHHBIE PeCypchbl;

- cMCTeMbl (hOPMMPOBAHUS, PACNpPOCTPaHEHMsI U
MCNONb30BaHNa MHMOPMAaLIMOHHBIX PECYPCOB;

- NMHMOpMaLMOHHas NMHpaCTpPyKTYypa
BOOPY)XEHHbIX CWM, MPaBOOXPaHUTENbHbLIX OpraHoB
M UeHTpoB YynpasneHus A3C, TpaHCNOPTHbLIMU
CTPYKTYpamu n BbICOKOTEXHOMOMMYHbIMM
NpOV3BOACTBAMY;

- KOpropaTVBHbIE TPYMMbl SOAEN U UHCTUTYThI
rocyAapcCTBa, a Takxke CaM YesloBeK.

Ona gocTuKeHUs NocCTaBJ/IEHHbIX ueneii B

KnbepnpocrpaHcTBe MoryT 6bITb
MUCMoJIb30BaHbl PpasimyHble npuemsl
CcoBepLUEeHUsA TepaKTa:

- X1LLEeHMe nm YHUUTOXEHNE

MH(OPMALMOHHBIX, MPOrpaMMHbIX U TEXHUYECKMX
PECYPCOB, MMEIOLMX CTpaTErnyeckyo 3HauMMoCTb,
nyTeM MNPeoAOSIEHNS] CUCTEM 3aluMTbl, BHEAPEHUs
BUPYCOB, NMPOrPaMMHbIX 3aK/aokK;

- HaHeceHve yuiepba OTAENbHbIM (U3MYECKUM
3NIEMEHTaM,  HanpuMmep,  paspylleHue  ceTel
3MIEKTPONUTAHNSA, BPEMEHHOE BbIBEIEHNE W3 CTPOS
OTAENbHbIX CaWTOB, HABEAEHWE HA HMX TMOMEX,
UCronb3oBaHue creumanbHbIX nporpamm,
CTUMYNUPYIOLLMX pa3pyLLEHME annapaTHbIX CPeacCTs,
a Takxke BUONMOrMYECKMX U XMMUYECKUX CPEACTB AJIst
YHUYTOXEHMS 371EMEHTHOMN 6a3bl;

- BO3[ENCTBME HA MPOrpaMMHOE obecreyeHne u
MHpOPMALMIO C  LENblo  UX  WUCKAXKEHUS  uiu
MoaudMKaLUmMM B MHAOPMALMOHHBIX CUCTEMAX MU
CUCTEMAX YNpaBEHNS;

- YHWYTOXEHWe nn6o aKTMBHOE moAaB/eHne
NAHWI CBA3U, olwn6o4Hoe aapecoBaHue,
NCKYCCTBEHHAs Neperpyska Y3fioB KOMMyTaUuu U
op.;

- packpbITE W yrpo3a ony6IMKOBaHMS 3aKpbITOW

nHgopMaumm 0 (byHKLMOHMpPOBaHUN
MHMOPMALIMOHHOM UHMPACTPYKTYpbl TOCYAApCTBa,
00LLEeCTBEHHO 3HAYMMBbIX n BOEHHbIX

MHMOPMALUMOHHBIX  CUCTEM, KOAOB LWM@POBaHMS,
NPUHLMMNOB paboTbl CUCTEM LLNMPOBAHNS;

- 3axBaT KaHa/lOB TeNeKOMMYHUKaLUMOHHOIo
BeLLaHus! C Lenbto pacrnpocTpaHeHus
Ae3vHdbopMaLMK, CIyXoB, [AEMOHCTPALMM  MOLLK
TEPPOPUCTMYECKON OpraHusaumMm u o6bsaBIEHNUS
CBOVX TpeboBaHui;

- BO3JEWCTBME Ha onepaTopoB, pa3paboTyuMKoB,
3KCM/TyaTaLMOHHMKOB MHOPMALIMOHHBIX "
TENEKOMMYHWUKAUMOHHBIX ~ CUCTEM  C  LENbio
COBEpLLEHUS UMW OLLUMBOYHBIX AENCTBUM;

- JIOXHas yrposa akTa KubepTeppopusma,
BNeKywasl 3a Ccoboli Cepbe3Hble 3KOHOMUYecKkue
nocneacTBusl.
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B nocnegHee BpeMsi TEpPOPHUCTHI BCE Halye
Hcrnosnb3yroT MHHTEpHET A/1I9 OpraHu3aunm
CBSI3W W yrpaB/IeHMsI B CPEAE CBOHX
nocnegosarenes. Tak, 3KCTPEMUCTCKME
rpynnuMpoOBKM AN MpU3bIBOB K  OCYLLECTBIEHUIO
TEPPOPUCTUYECKON [esaTenbHOCTH,
[EMOHCTPMPOBaHMSA cBoel MOLLN,
pacnpoCTpaHeHns, nponaraHabl W OnNpaBAaHUS
CBOMX MAEN, Ae3vHGOpMaLMM HaceseHus, a Takke
Ansi BepboBKM B CBOW psibl rpakaaH, 0CO6eHHO
MOJIOAEXM, MOCTOSIHHO CO3A4atoT M 0BHOBASIIOT CBOU
MHOIOYUCIEHHbIE BEB-CalTbl. 3TO No3Bonnio UK
(Ur) (3anpeweHa B P®) [OoBect YMCIEHHOCTb
cBoel opraHusaumm B Cupumn u Mpake ao 30 ToiC.
60eBnKoB, NpubbIBLLMX 13 100 rocyaapcTs.

MHTepHeT no3sonseT okasbiBaTb

NCUX0NIOrMYECKoe AaBfieHne Ha OTAENbHbIX SN,
rpynnbl ntoaen, koMmnanuu, 6aHkn (rHaHCoBbIE
WHCTUTYTbI) C LiENbIO NOMyYeHns Tpebyembix
[EHEeXHbIX CPeACTB, @ TakXkKe MPUHATUS BbIrOAHbIX
TEeppopuUCTaM peLLIEHUN.

OCHOBHbIMH Harpas/IEHUIMH
NPOTUBOAEHCTBHSA MUPOBOIo cOObLecTBa
KnbepreppopH3mMy ABJISIFOTCH.

- pasBuUTME W YKpemnJeHue COTPYAHMYECTBa
MexXay rocyfapcTBamu,  NMPaBOOXPaHUTENbHBIMU
opraHamu, cneumanbHbIMU cnyx6amu,
MeXAyHapoaHbIMM  opraHusauusimu B cdepe
obecneyeHnss MHGOPMALIMOHHON 6e30macHoOCTM OT
BO3MOXHbIX yrpo3 knbepTeppopu3ma "
TPaHCHALMOHANbHOW KOMMbIOTEPHON MPeCTynHOCTH;

- CO3[aHWe HauMOoHasbHbIX MoApasaeneHuin no
6oppbe C  knMbepTeppopu3mMoM,  0bpaszoBaHue

MeXAyHapOoAHOro KOHTaKTHOMo NyHKTa no
OKa3aHuMKl0  MOMOLWM MNpuM  pearMpoBaHMM  Ha
TpaHCHAUMOHasbHbIE KOMMbIOTEPHbIE NHUMAEHTDI;

- YCTa@HOBNeHME W  pacwupeHne obmeHa
nHdopmMaumeit 06 yrpo3ax COBEpLLIEHNS
KOMMbIOTEPHbIX aTak, O Mpu3Hakax, @dakTax,
MeTogax W cpeactBax wmcnonb3oBaHus [TUC B
TEPPOPUCTUYECKUX LIENSX;

- 0BbMeH onbITOM W Ny4YlMMKU MPaKTUKaAMK
MOHWTOPWHIa MHMOPMALIMOHHBIX pecypcoB
MHTepHeTa, NMOUCKa N OTC/IEXNBAHUA COAEPXXMMOIo
caunTos TEPPOPUCTUYECKOM HanpaBs/ieHHOCTH,
NpOBEAEHUSI KPUMUHANTUCTUYECKMX KOMIMbIOTEPHBIX
3KCMNepTU3 B 3TOW cepe;

- NpUHATME Mep MPEBEHTUBHOINO XapakTepa,
HanpaBfieHHbIX Ha (OPMUPOBAHWE Y HaceneHus
HEraTMBHOIO OTHOLUEHUS KO BCEM BO3MOXHbIM
NposIBNIEHMAM  TEpPPOpU3Ma, K  WUCMOb30BaHUIO
Hacunuma ansd OOCTUMXEeHUA COOTBETCTBYHOLLMX
Lenemn;

- npuBnevyeHmne K erJ'IOBHOVI OTBETCTBEHHOCTU
JML, NpUYacTHbIX K kKnbepTeppopusmy.

Mamsimka pa3pabomaHa
Yuyeb6Ho-MemoduyecKuM UeHmMpom
no e2paxdaHckol 060poHe U Ype3ebivyaliHbIM
cumyayusim Huxezopodckol o6nacmu
umeHu Mapwana Coeemckozo Coro3a
B./. Yyiikoea
u Hocum peKkomMeHOameJsibHbIlU XxapaKkmep

NMpoTuBoaencreune
Knbepreppopunsmy

r. Husknmit HoBropog



